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Obviously, unavailable during failure
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Local file systems influence persistent states that
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Do distributed storage systems violate user-
level expectations in the presence of
correlated crashes?

- How do distributed crash recovery protocols
interact with file-system crash behaviors?

How to check for correlated crash
vulnerabilities?

- PACE (Protocol-Aware Crash Explorer)

- Prunes state space using protocol knowledge
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Results Summary

Applied PACE to eight systems: Redis, MongoDB,
Kafka, ZooKeeper, RethinkDB, LogCabin, etcd,
and iNexus

Found 26 unigue vulnerabilities with severe
consequences - data loss, corruption,
unavailable clusters etc.,

- Many on commonly used file systems
Many confirmed by developers

- Many fixed

- Some fundamentally hard



Overarching lessons

1. File-system crash behaviors impact
distributed storage systems

2. Problems in local storage protocols are
not fixed by distributed recovery
protocols (in many cases)

- False sense of reliability
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How to capture persistent
states that can occur during a
correlated crash?
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© write(fd, “foo”,3),. Can happen on: ext3 and ext4
@ write(fd, “baz”,3) , (writeback, ordered), ext2, XFS

* ........ ¢ Not on: ext3 and ext4(data),
3 btrfs

Abstract Persistence Model (APM) [Pillai et.,
OSDI’14] defines relaxations allowed on a
particular file system
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PACE prunes this space

using generic rules
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PACE Pruning Rules

Replicated State Machine (RSM) approaches
Other (non-RSM) approaches

Details in the paper ...
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LogCabin (RSM)
- brute-force explored ~1M states (over a week)
to find 2 vulnerabilities

- PACE explored only ~28K states (in under 8
hours) and found the same vulnerabilities

Redis (non-RSM)

- PACE explored 11x fewer states than the brute —
force search finding the same 3 vulnerabilities
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Vulnerability Study: Systems

Database caches: Redis

Metadata stores: ZooKeeper, LogCabin, etcd
Real-time DB: RethinkDB

Document stores: MiongoDB

Message Queues: Kafka

Key-value stores: iNexus

Safest configurations: synchronous replication,
synchronous disk writes, checksums etc.,
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Less vulnerabilities on ordered file systems
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In many cases, distributed recovery protocols
do not fix problems in local storage protocols
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Reliability is crucial in distributed storage systems

— primary choice for storing large amounts of
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Complex ways to fail and subtle interactions
between components

Software and results soon @
http://research.cs.wisc.edu/adsl/Software/pace/

Thank you!
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